securgty
execure l2lSl
I

Kilian Zantop

Director Professional Services

kilian.zantop@execure.ch
Tel. +41 56 437 00 66

eXecure AG

Etzelmatt 3

5430 Wettingen

Tel. +41 56 437 00 66
Fax +41 56 437 00 67
info@execure.ch



execure o

passion
I

= Exchange Messaging Day vom 8. April 2005

e Track One
e Securing OWA with RSA SecurlD

e Track Two

e Extending Mobility
e Nokia One Business Server
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ﬁiﬂ Microsoft Office
Securing .a.0utlook Web Access

Provided by Microsoft Exchange Server 2003

e What is Strong Authentication ?
e Why use Strong Authentication ?

e Why RSA SecurlD ?
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RSA Authentication Manager

e Over 11 million authentication devices
deployed worldwide

e Over 11,000 customers
= More than 65% of Fortune 500
= More than 80% of Global 100

e QOver 175 vendors in the RSA SecurlD
Ready Program with over 260 certified

products
SecurlD’
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RSA SecurlD
For Web Applications

CA Authentication
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Agent 5.3 Config for Web for 1IS
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— Cookie Expiration Control

‘Wb Site | Performance | |1S4F Filkers I Home Directony | Documr
Directon S ecurty | HTTF Headers | Cugtom Emors RSA Sect

—Iv Enable RSA 'Web Access Authentication Feature Set on This Server ——

[~ Protect This Resource ¥ &pply Change Hecursive]

Cookies Expire [f Mot Used Within the Specified Time:

Expiration Time: |5 _l? Minutes

Cookies Always Expire After the Specified Time:

Expiration Time: I'I 5 j Minutes @anage Diomain Configu[atioril

— | Require Secure Connection bo &ccess Protected Pages

I~ | Redirect HTTR Connections ta Secure Senver

—advanced Settings

v Disable 115 Server If Agent Fails to Load
[~ Enable Group Security

- 1
| ;I- Exchange Properties

2

Wirtual Directon I Dacurments | Diirectary Security

HTTF Headers | Custorn Ermors

¥ Pratect This Fesource ‘wWith RS54 Securl D

¥ Apply Change Becursively

RS54 SecurlD

[~ Send Domain and Lser Mame To RSA ACE/Server
[~ Prevent Caching of Protected Pages on Clisnts
[ Ignare Browser P Address for Cookie Y alidation

ak. I Cancel Aoply

Help

[ Use RS ACE /Server Name Locking Feature

= Use Separate User Wame and PASSCODE Pages

[ Use JavaScript Popup “Window to duthenticate in Frames

¥ Auta Submit [avoid having to click Continue after successful Auth)
[ Use test link authentication mechanism for MultiD omain WL access
[~ Disable Cookie &P processing

[ Use standard page cache prevention mechanism for WL access

Templates: IE: WProgram Files\ASa S ecunity R Sawehageant Browsze |

1] 4 Cancel | Appl | Help
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RSA SecurlD with OWA

Live Demo
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RSA SecurlD Authenticators

[ 355560
l 55656
RSA SecuriD’

RSA SecurlD’

834972

RSA SecurlD
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Questions ...
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Extending Mobility

Nokia One Business Server 3.2

= Application Proxy for Email, Calendar and
Contacts

= Collaboration Advantages: Working with
Meeting Requests

= Ease of implementation as software only
solution
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The Challenge of Delivering
Mobile Email

Employees being mobile are challenged....

» Staying connected to their Back-Office using
any bearer available

» Collaborate with colleagues being mobile
as well

» Performing all these tasks while using their
mobile device of choice
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Maximizing Productivity through
Mobility

QUESTION: What are the principal benefits from maobile data?

Improved workflow
Froductivity gains
Cost savinigs
Fevenue gains

Cther benefits

Maone

0% 20% 40% 60% 80%

SOUrce: Delaitle Ressarch, ooy 2003

Sample; Regrandants thathad deplayed mabile drr either genarally or parially

securgty
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Authentication:

Browser

based access e Active Directory / LDAP Content

« Radius / SecurlD ~ Optimization

Wireless—'\\ « Local User/Password [

Netwr(ik'_)
il

777777 SSL Secured

Nokia One
Business Server

——

Access to:
Internet . Ermail
Nokia One Home o[ G | openwes O\ i e Calendar
Nokia One - » Contacts
Email Contacts Calendar Tasks Bookmarks Fi rewal I
Go Tohttp:// Exit
[ History Bookrmark:

e Browser based access to Email, Calendar and Contacts
* VView Office Documents on Mobile Device Browser

» Email, Calendar & Contacts synchronization support for offline access

= Browser based Management of Nokia One Business Server
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Content Optimization

Lexical

Lexical Reduces Reduces
Condensation HTML Word
Documents Documents

Reduces Text
by 33%6 67%0 9596
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Nokia One Business Server

Live Demo
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Cost Savings when using
Browser-Based Access

Viewing versus Downloading a 535kb
sized Word document

Send / Time needed Costs in
Received for Viewing/ Germany
data Downloading (E-Plus)

N1BS Web 23,38 kb / 2 min 43 sec 0,20 €

Interface 76,45 kb

Download 40,57 kb / 4 min 50 sec 1,60 €
via IMAP / 752,52 kb

SSL

It Is about 8 times more cost saving
e to use the Web Interface!
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info@execure.ch
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Nokia One Business Server Mg 74
'| '| 1 . : I Settings

=
]

%‘% s > Notifications Micknames Password Devices Accounts
Where to send notifications  (Hide)
Please select where your notifications should be sent.
— SMSA““resél__ e Mobile Telephone Number
V¥ Uncheck this box to suspend notifications. and Network Operator
Use rules for these accounts (Show) ]
Urgent Email (Show) : Urgent Email, Sleep
Sleep Window & How Often {Show) Maotify e any time Window and Custom Rules
Add Custom Rules (Hide) - c- -
e for Notification

Motify me if | receive a message that is sent
from this email address: |

Motify me if | receive a message that contains
add |this text somewhere in the sender field: . .
Sleep Window Settings

|
Matify me if | receive a message that contains Sleep Window & How Often (Hide)

&dd

add | this text somewhere in the subject line: . ]
| & Motify me any time
Achianced Rules & Exceptions {Show) C Don't notity me between |11 = [oo = |pm =]
FUESUSEHIex and |7 =] |oo =] |am =] each day
Update On/Off Settinfs I Delete selected Rules
on/off o Delete Don't send a notification any sooner than (10 minutes
I Motify for ary message n/a after the previous notification was sent.
[T Motify for messages marked important nia Save Sleep Window & Frequency Settings
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Mobile )
Terminals using (s

A

\ 4

Wireless
Network

INnternet

GSM — GPRS —
EDGE — UMTS —
WLAN

Mobile Terminals
using Web Browser
(HTML, XHTML)
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