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= Connection Filtering| (1P based)
Recipient filtering
Sender filtering
ISV Support - Per Message Spam Rating (SCL)
tagging
Microsoft Exchange Intelligent Message Filter
= Server-side
= Managed via ESM
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= Alloweverrdes Denyiby design

Criticallegitimeter [ Business Easily classified
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Order confirmations

Subscriptions
L\stserv
Legitimate Amazon.com promotions Gray areal

commercial Expedia fare tracker best classified

mail Mail from companies with a pre-existing by end user
business relationship

e Supportifor subschibing te Srdiparty real-
time block list (RBL)™senvices

= Support for multiple RBL providers

= Customizable NDR response per configured
provider
= Override exception email address

Unsolicited product promotions

Health & “pharmaceutical”

Real estate & financial

Scams & chain letters

Pornography Easily classified
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* External communication only. All internal communication is assumed to be legitimate

e Integrated |P. features
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¢ Filtermessaues Withielankeisenders
e Optionally drep CORRNECHGR

e Enhancedispooii detection = message
submission methoed isipersisied

e Don't resolve anonymous sender by default
@ Blocking ownidomain will break list Sefvices

Intelligent

Leverages SIS CIECHNIECHNOIGOY
Developediy MicroseftREsearch
Basedion Heuristics-Based ViessagerAnalysis:
Free available for Exchange Senver 2008
Shipped'in Outleok 2008} Updated with SP4
Deployed at Hotmail since January 2004
Deployed at Microsoft IT since July/Atgust 2004
Extension to Exchange 2003 Server,
deployed on Internet Bridgeheads
Leverages the SCL infrastructure

Coexistence with 8™ party solutions

= Compliments not compete

OLtlook )OJ’) arnc OWA 2003
T

User speciiigd Szife & Blockead Signaers (it
SaferSendersy Safe REcIpientsy Blocked Senders

= Canrepuonallyincliderconiacisiand GAL

= Suppoerts;Safe Senders Only mode

User Listsishiared by @utieck 2008jand

Exchange 2008 OWA; storedionlthe server

Move to junk folder determined y:

= Exchange 2003 Mailbox Store based on| user: lists
Per message SCL

Client Side based on Microsoft SmartScreen
Technology

Block all external content by default (\Web:
beacons)
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= NoINBDREmESsAJENE|ecied el protoco)
= Addressihoek mining

¢ Filter' messages senttorparticularemeail
recipientsi(valid or invalid)

e Restricted Distribution Lists

= Allow only authenticated users te send tera DIt

= Reduces impact of unsolicited emaillsent to
internal only DLS

@)Lilgal 2003 zfcl
OWA Client Eeatures

Exchange/Outlook Anti-Sparn Intagration)

ge Server 2003 o User
Safe &
Gateway Server Mailbox Server Junk

Transport Store Senders \/

User
Allow/Deny Safe &
Lists Junk
DNS Senders
Block Lists Junk
l Mail
Folder
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Recipient
& Sender Spam?

Filtering

Exchange IMF Junk 4 Ueer
ISV Products FMIZH Inbox Sale &
s Junk

Senders

SCL = Spam Confidence Level Exchange 2003 OWA
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SAIENRECIPIENLS
BlockeaFSERdErs

Can optichally imcluderContacts

User Lists shared! by Outlock 2008 and
Exchange 2003 OWA

User Lists are stored onithe senver

Move to junk folder determined by stere
based oni user lists and' per message SCLL

IVMEBERIOYEAN 2007
Real=timeNlockiiSts
Connectionfiltering
Sender /'Recipient filtering
Microsoft Exchange
Intelligent Message Filter
Outlook Junk-E-Mail
No longer 3rd Party:
Products in place R |
[ ¥t o g ok Emad
85% of 6-9M Mail's per Yot DUEicok plbak
Day filtered
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= PrerSpRZlpdatetoNVIENRNEELI2005
= |ncludes additional data friem MSN

= SP2 willfurther include thelatest Updates
Identify;andibleck “phishingr mezil

= Anti-”Phishing’ technology’

Tools to validate sender [egitimacy

= Computational Puzzle Validation

= Anti-spoofing with: Sender ID
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SENUERSEISINIISEVEISNPRaUUIESSESINI BDNS

RecevimgezmaillsenverchecksPrAddress

a02IRSIIDINSHECOdNSEISISERUERDIStatiision

MESSAUE;

Exchange 2008 SP2 cani e configureditorcheck

SPF records, take actionragainst mail from
spoofed demains

Sender ID property used [
by Smartscreen for SCL

Assists against
“phishing™

More info:
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From:
To:
Subject: PayPal® Account Review Department

Dear valued PayPal® member:
community of

al employs
r anti-fraud

To update your Pay cords click on the following link:

Your potential. Our g

This presentation is for informational purposes only. Microsoft makes no warranties, express or implied, in this summary.



